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DBAIOps: A Reasoning LLM-Enhanced Database Operation and
Maintenance System using Knowledge Graphs
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ABSTRACT

The operation and maintenance (O&M) of database systems is criti-
cal to ensuring system availability and performance, typically re-
quiring expert experience (e.g., identifying metric-to-anomaly re-
lations) for effective diagnosis and recovery. However, existing
automatic database O&M methods, including commercial products,
cannot effectively utilize expert experience. On the one hand, rule-
based methods only support basic O&M tasks (e.g.. metric-based
anomaly detection), which are mostly numerical equations and
cannot effectively incorporate literal O&M experience (e.g., trou-
bleshooting guidance in manuals). On the other hand, LLM-based
methods, which retrieve fragmented information (e.g., standard
documents + RAG), often generate inaccurate or generic results.
To address these limitations, we present DBAIOps, a novel hybrid
database O&M system that combines reasoning LLMs with knowl-
edge graphs to achieve DBA-style diagnosis. First, DBAIOps intro-
duces a heterogeneous graph model for representing the diagnosis
experience, and proposes a semi-automatic graph construction al-
gorithm to build that graph from thousands of documents. Second,
DBAIOps develops a collection of (800+) reusable anomaly models
that identify both directly alerted metrics and implicitly comrelated
experience and metrics. Third, for any given anomaly, DBAIOps
employs an automatic graph evolution mechanism that explores
the relevant paths over the graph and dynamically explores poten-
tial gaps (missing paths) without human intervention. Based on
the explored diagnosis paths, DBAIOps leverages reasoning LLM
(e.g., DeepSeek-R1) that inputs the relevant pathways, identifies
root causes, and generates clear diagnosis reports for both DBAs
and common users. Qur evaluation over four mainstream database
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Figure 1: Automatic database O&M is challenging - (a) Expert

DBA needs to analyze diverse information from triggered anomalies.

(b) Empirical O&M may apply misleading rules (caused by incorrect
thresholds). (c) LLMs may lack O&M experience and fail to diagnose
even with necessary abnormal information like relevant metrics.

(e.g., achieving 99.99% four nines availability with less than 52.6
minutes of downtime per year for critical services such as financial
and e-commerce systems [28]) and performance (e.g., service-level

agreements (SLAs) enforced by cloud service providers [11, 22, 45]).

For instance, the NOTAM database outage (an honest mistake that
cost the country millions) resulted in over 10,000 flight delays and
more than 1,300 cancellations [9, 14].
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